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ABSTRAK

Nama : KEVIN SURYA AUGUSTO

NIM : 41521110020

Program Studi : Teknik Informatika

Judul Laporan Skripsi : IMPLEMENTASI ARSITEKTUR

MICROSERVICE DENGAN KEYCLOAK
AUTENTIKASI UNTUK PENGEMBANGAN
PLATFORM ASLI ONE

Dosen Pembimbing : Afiyati, Dr., S.Si, MT

Penelitian ini mengimplementasikan arsitektur microservice dengan APISIX
sebagai APl Gateway dan Keycloak untuk autentikasi guna mengembangkan
platform terintegrasi ASLI ONE. Platform saat ini memiliki dua aplikasi terpisah,
KADEX dan WASLI, yang menyediakan layanan pengantaran barang dan
transportasi orang secara independen, menyebabkan inefisiensi pengelolaan
sumber daya dan pengalaman pengguna yang suboptimal. Metodologi penelitian
menggunakan Applied Research dengan elemen Design Science Research, meliputi
analisis sistem existing, perancangan arsitektur microservice, implementasi
APISIX Gateway dan autentikasi Keycloak, serta pengujian integrasi
komprehensif. Arsitektur sistem terdiri dari empat aplikasi mobile client,
middleware layer dengan Keycloak Identity Management dan APISIX API
Gateway, serta tujuh microservice independen: Notification, Order, User,
Configuration, Payment, Transaction, dan Rate service. Implementasi berhasil
mencapai pengurangan signifikan duplikasi kode antara sistem KADEX dan
WASLI, peningkatan skalabilitas sistem melalui penskalaan service independen,
peningkatan keamanan melalui mekanisme autentikasi dan otorisasi terpusat,
kemudahan integrasi dengan layanan eksternal seperti Firebase dan Duitku, serta
peningkatan kinerja sistem yang memenuhi standar yang ditetapkan. Integrasi
APISIX dan Keycloak menyediakan solusi komprehensif untuk manajemen traffic,
penegakan kebijakan keamanan, dan kemampuan single sign-on. Custom
authentication flow dengan integrasi Twilio untuk verifikasi berbasis OTP
meningkatkan keamanan pengguna sambil mempertahankan pengalaman pengguna
yang seamless.

Kata Kkunci: Arsitektur Microservice, APl Gateway, APISIX, Keycloak,
Autentikasi, Integrasi Platform
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ABSTRACT

Nama : KEVIN SURYA AUGUSTO

NIM : 41521110020

Program Studi : Teknik Informatika

Judul Laporan Skripsi : IMPLEMENTASI ARSITEKTUR

MICROSERVICE DENGAN KEYCLOAK
AUTENTIKASI UNTUK PENGEMBANGAN
PLATFORM ASLI ONE

Dosen Pembimbing : Afiyati, Dr., S.Si, MT

This research implements microservices architecture with APISIX as API Gateway
and Keycloak for authentication to develop an integrated ASLI ONE platform. The
current platform operates two separate applications, KADEX and WASLI,
providing goods delivery and transportation services independently, causing
resource management inefficiencies and suboptimal user experience. The research
methodology employs Applied Research with Design Science Research elements,
including existing system analysis, microservices architecture design, APISIX
Gateway and Keycloak authentication implementation, and comprehensive
integration testing. The system architecture consists of four mobile client
applications, middleware layer with Keycloak Identity Management and APISIX
API Gateway, and seven independent microservices: Notification, Order, User,
Configuration, Payment, Transaction, and Rate services. Implementation
successfully achieved significant code duplication reduction between KADEX and
WASLI systems, improved system scalability through independent service scaling,
enhanced security through centralized authentication and authorization
mechanisms, easier integration with external services like Firebase and Duitku,
and improved system performance meeting established standards. APISIX and
Keycloak integration provides comprehensive solution for traffic management,
security policy enforcement, and single sign-on capabilities. Custom authentication
flow with Twilio integration for OTP-based verification enhances user security
while maintaining seamless user experience. Performance evaluation demonstrates
fast response times, high throughput, and low error rates, meeting predefined
standards and providing practical solutions for organizations facing similar system
modernization challenges.

Keywords: Microservices Architecture, APl Gateway, APISIX, Keycloak,
Authentication, Platform Integration
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