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ABSTRAK 
 
 
 
Nama    : HAIKAL SHIDDIQ 
NIM     : 55421110004 
Program Studi   : MAGISTER TEKNIK ELEKTRO 
Judul Laporan Tesis  : Perbandingan Metode Supervised Machine Learning – Support Vector 

Machine (SVM) dan K-Nearest Neighbor Classifier (KNN) dalam Analisis Pola Cyber Attack 
Pada Dataset Network Intrusion Detection System (NIDS) 
Dosen Pembimbing    : Prof. Dr. Ir. Setiyo Budiyanto, S.T., M.T., IPM., Asean-Eng., APEC 

Eng. 
 
 
Penelitian ini bertujuan untuk menganalisis dataset opensource NF-UQ-NIDS-v2 
menggunakan supervised learning - Support Vector Machine (SVM) dan K-Nearest Neighbor 

Classifier (KNN) dalam menghitung tingkat akurasi, precision, recall dan f1-score pada satuan 
persentase. 
 
Metode SVM dan KNN digunakan dengan training dan test menggunakan cross validation (cv) 
sebanyak 10 kali dan dataset tersebut dibagi menjadi 4 bagian besar agar proses analisisnya 
lebih mudah. Hasil menunjukkan metode K-Nearest Neighbor (KNN) memiliki akurasi lebih 
tinggi yaitu >90% dibandingkan metode Support Vector Machine (SVM) untuk seluruh grup 
dataset. Namun untuk membuat sebuah prediksi terkait jumlah tipe serangan yang sama 
cenderung menggunakan model Support Vector Machine (SVM) yang terlihat dari heatmap 
prediction. 
 
Pola serangan DoS/DDoS paling sering terjadi dan metode Support Vector Machine (SVM) 
serta K-Nearest Neighbor Classifier (KNN) efektif untuk menganalisis pola serangan. Data ini 
bersifat opensource sehingga hasil training dan test dapat berubah dengan update data. Dengan 
pola serangan DoS/DDoS ini diharapkan setiap pemilik sistem aplikasi berbasis web server 
yang di publish ke internet dapat melakukan pencegahan serangan tersebut dengan memperkuat 
keamanan akses di jaringan dan sistem. 
 
 
 
 
Kata Kunci : Supervised learning, Support Vector Machine (SVM), K-Nearest Neighbor 

Classifier (KNN), dataset, cyber security, data analysis, analisis serangan cyber 
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ABSTRACT 
 
 
 
Name    : HAIKAL SHIDDIQ 
NIM     : 55421110004 
Study Program  : MAGISTER TEKNIK ELEKTRO 
Title Thesis   : Analysis of Cyber Attack Patterns on the Network Intrusion Detection 

System (NIDS) Dataset Using Supervised Machine Learning Methods - Support Vector 

Machine (SVM) and  K-Nearest Neighbor Classifier (KNN) 
Consellor                   : Prof. Dr. Ir. Setiyo Budiyanto, S.T., M.T., IPM., Asean-Eng., APEC 

Eng. 
 
 
 
This study aims to analyze the opensource NF-UQ-NIDS-v2 dataset using supervised learning 

- Support Vector Machine (SVM) and K-Nearest Neighbor Classifier (KNN) in calculating the 

level of accuracy, precision, recall and f1-score in percentage units. 

 

The SVM and KNN methods are used with training and testing using cross validation (cv) 10 

times and the dataset is divided into 4 large parts to make the analysis process easier. The 

results show that the K-Nearest Neighbor (KNN) method has a higher accuracy of >90% 

compared to the Support Vector Machine (SVM) method for all dataset groups. However, to 

make a prediction regarding the number of the same type of attack, the Support Vector Machine 

(SVM) model tends to be used as seen from the heatmap prediction. 

 

The DoS/DDoS attack pattern occurs most often and the Support Vector Machine (SVM) and 

K-Nearest Neighbor Classifier (KNN) methods are effective in analyzing attack patterns. This 

data is opensource so that the training and test results can change with data updates. With this 

DoS/DDoS attack pattern, it is hoped that every owner of a web server-based application 

system published to the internet can prevent such attacks by strengthening access security on 

the network and system. 

 
 
 
 
Keywords : Supervised learning, Support Vector Machine (SVM), K-Nearest Neighbor 

Classifier (KNN), dataset, cyber security, data analysis, cyber attack analysis 
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