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ABSTRAK 

 

Perangkat IoT berbasis ESPHome dalam ekosistem Home Assistant 

semakin banyak digunakan, tetapi rentan terhadap serangan Denial of Service 

(DoS) seperti SYN Flood dan Slowloris yang dapat melumpuhkan sistem. 

Perangkat edge dengan sumber daya terbatas sulit menjalankan sistem deteksi 

intrusi (IDS) yang akurat tanpa membebani memori dan prosesor, terutama saat 

menghadapi perubahan pola trafik atau concept drift yang menurunkan performa 

model statis. 

Penelitian ini mengusulkan IDS berbasis Adaptive Online Sequential 

Extreme Learning Machine (AOS-ELM) yang diimplementasikan secara real-time 

pada Raspberry Pi 5 dan LattePanda v1. Sistem menangkap trafik Native API 

ESPHome menggunakan packet sniffing, melakukan ekstraksi fitur berbasis 

jendela waktu, dan mengklasifikasikan trafik NORMAL dan ATTACK dengan 

pembelajaran sekuensial online. Mekanisme adaptive forgetting factor pada AOS-

ELM memungkinkan model beradaptasi terhadap concept drift dengan memberi 

bobot lebih besar pada data terbaru tanpa pelatihan ulang. 

Hasil pengujian menunjukkan sistem mencapai akurasi 98,34%, presisi 

99,55%, recall 97,21%, dan F1-score 98,36% pada Raspberry Pi 5, dengan 

peningkatan penggunaan RAM RSS hanya 7,89% (dari 179,08 MB menjadi 

193,22 MB) saat serangan. Waktu inferensi rata-rata 121,88 ms, sekitar 5,07 kali 

lebih cepat dibanding LattePanda v1 (618,51 ms). Pada skenario concept 

drift dengan perubahan pola serangan, akurasi tetap di atas 95% dan recall di atas 

97%, sedangkan pada skenario DDoS akurasi mencapai 97,92% dan F1-score 

98,01%. Hasil ini membuktikan AOS-ELM mampu mendeteksi serangan 

DoS/DDoS secara efisien, adaptif, dan layak diimplementasikan pada perangkat 

edge dengan sumber daya terbatas. 
 
Kata kunci: AOS-ELM, IDS, edge computing, IoT, DoS, concept drift, ESPHome. 
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ABSTRACT 

 

ESPHome-based IoT devices within Home Assistant ecosystem have been 

widely utilized, but are vulnerable against Denial-of-Service (DoS) attacks such 

as SYN Flood and Slowloris which can take the system down. Edge devices with 

limited resources are limited in running intrusion detection systems (IDS) 

accurately without taxing memory and processor, mainly when facing traffic 

pattern or concept drift that reduce performance of static models. 

This work proposes Adaptive Online Sequential Extreme Learning 

Machine (AOS-ELM)-based IDS that is implemented in real time on Raspberry Pi 

5 and LattePanda v1. The system captures ESPHome Native API’s traffic with 

packet sniffing, extracts time window-based features, and classifies NORMAL 

and ATTACK traffics with online sequential learning. Adaptive forgetting factor 

mechanism on AOS-ELM enables the model to adapt against concept drift by 

weighing newest data with higher priorities without re-training. 

Evaluation results show that the system achieves 98,34% accuracy, 

99,55% precision, 97,21% recall, and F1-score of 98,36% on Raspberry Pi 5, with 

RAM usage increasing only 7,89% (from 179,08 MB to 193,22 MB) on attack. 

Average inference time of 121,88 ms, around 5,07 times faster than LattePanda v1 

(618,51 ms). On concept drift scenario with different attack scenario, accuracy 

stays above 95% and recall stays above 97%, meanwhile on DDoS scenario it 

achieves 97,92% accuracy and F1-score of 98,01%. These results demonstrate 

AOS-ELM’s ability to detect DoS/DDoS attacks efficiently and adaptively, and 

thus is feasible to implement on resource-limited edge devices. 

 
Keywords: AOS-ELM, IDS, edge computing, IoT, DoS, concept drift, ESPHome. 
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