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ABSTRAK 
 

Nama : EFFENDI 

NIM : 55424110014 

Program 

Studi 

: Magister Teknik Elektro 

Judul Tesis : Analisis Trade-Off Performa Deteksi dan Efisiensi Komputasi 

Lightweight Convolutional Neural Network Menggunakan 

Discrete Wavelet Transform pada Jaringan Internet of Things 

(IoT) 

Pembimbing : Prof. Dr. Ir. Setiyo Budiyanto, S.T., M.T., I.P.U., 

Perkembangan Internet of Things (IoT) meningkatkan konektivitas perangkat dan 

volume lalu lintas jaringan, namun juga memperluas permukaan serangan sehingga 

diperlukan mekanisme deteksi anomali yang akurat dan efisien. Penelitian ini 

bertujuan menganalisis pengaruh penggunaan Discrete Wavelet Transform (DWT) 

dan pemilihan basis wavelet terhadap performa deteksi anomali jaringan IoT serta 

kompleksitas komputasi Lightweight Convolutional Neural Network (CNN). 

Evaluasi dilakukan menggunakan tiga benchmark dataset, yaitu BoT-IoT, UNSW-

NB15, dan N-BaIoT. Setiap network record direpresentasikan sebagai vektor fitur 

numerik, distandardisasi menggunakan StandardScaler, diseimbangkan dengan 

SMOTE hanya pada core training set, kemudian di-zero-padding hingga 136 

elemen. Lima konfigurasi diuji, yaitu baseline tanpa DWT serta db4, db6, bior3.5, 
dan bior6.8 dengan dekomposisi level 3. Seluruh konfigurasi diproses 

menggunakan arsitektur Lightweight CNN berbasis SeparableConv1D yang 

identik. Performa dievaluasi menggunakan Accuracy, Precision, Recall, F1-Score, 

Matthews Correlation Coefficient (MCC), dan AUC, sedangkan kompleksitas 

komputasi dievaluasi berdasarkan jumlah parameter dan FLOPs. 

Hasil menunjukkan bahwa pada BoT-IoT, bior6.8 menghasilkan MCC 0,605 ± 
0,092 dan AUC 0,902 ± 0,020, meningkat sekitar 20,3% dan 15,1% dibandingkan 

baseline. Pada UNSW-NB15, baseline menghasilkan MCC 0,797 ± 0,032 dan AUC 

0,968 ± 0,010 dengan 2.999.857 FLOPs, sekitar 26,0% lebih rendah daripada 

bior6.8. Pada N-BaIoT, db6 dan bior6.8 menghasilkan MCC sekitar 0,9987, 

sedangkan baseline 0,9983 dengan selisih hanya sekitar 0,04%; baseline 

membutuhkan FLOPs 18,5% lebih rendah daripada db6 dan 26,0% lebih rendah 

daripada bior6.8. Secara keseluruhan, FLOPs meningkat 35,1% dari baseline ke 

bior6.8, sementara seluruh konfigurasi tetap memiliki 20.004 parameter. Dengan 

demikian, manfaat DWT bersifat dataset-dependent dan tambahan kompleksitas 

tidak selalu meningkatkan performa. 

 

Kata Kunci: deteksi anomali IoT, Discrete Wavelet Transform, Lightweight 

CNN, MCC, FLOPs 
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ABSTRACT 
 

Name : EFFENDI 

NIM : 55424110014 

Study 

Program 

: Master of Electrical Engineering 

Thesis Title : Trade-Off Analysis of Detection Performance and 

Computational Efficiency of a Lightweight Convolutional 

Neural Network Using Discrete Wavelet Transform for IoT 

Networks 

Counsellor : Prof. Dr. Ir. Setiyo Budiyanto, S.T., M.T., I.P.U., 

The growth of the Internet of Things (IoT) has increased device connectivity and 

network traffic volume, while also expanding the attack surface, thereby creating a 

need for accurate and efficient anomaly detection mechanisms. This study aims to 

analyze the effect of Discrete Wavelet Transform (DWT) and wavelet basis selection 

on IoT network anomaly detection performance and the computational complexity 

of a Lightweight Convolutional Neural Network (CNN). 

The evaluation was conducted using three benchmark datasets, namely BoT-IoT, 

UNSW-NB15, and N-BaIoT. Each network record was represented as a numerical 

feature vector, standardized using StandardScaler, balanced using SMOTE only on 

the core training set, and then zero-padded to 136 elements. Five configurations 

were evaluated: a baseline without DWT and four level-3 DWT configurations 
using db4, db6, bior3.5, and bior6.8. All configurations were processed using the 

same SeparableConv1D-based Lightweight CNN architecture. Detection 

performance was evaluated using Accuracy, Precision, Recall, F1-Score, Matthews 

Correlation Coefficient (MCC), and AUC, while computational complexity was 

evaluated based on the number of parameters and FLOPs. 

The results show that on BoT-IoT, bior6.8 achieved an MCC of 0.605 ± 0.092 and 
an AUC of 0.902 ± 0.020, representing improvements of approximately 20.3% and 

15.1%, respectively, compared with the baseline. On UNSW-NB15, the baseline 

achieved an MCC of 0.797 ± 0.032 and an AUC of 0.968 ± 0.010 with 2,999,857 

FLOPs, approximately 26.0% lower than bior6.8. On N-BaIoT, db6 and bior6.8 

achieved MCC values of approximately 0.9987, while the baseline achieved 0.9983, 

a difference of only about 0.04%; the baseline required 18.5% fewer FLOPs than 

db6 and 26.0% fewer FLOPs than bior6.8. Overall, FLOPs increased by 35.1% 

from the baseline to bior6.8, while all configurations retained the same 20,004 

parameters. These results indicate that the benefits of DWT are dataset-dependent 

and that increased computational complexity does not necessarily lead to improved 

detection performance. 

 

Keywords: IoT anomaly detection, Discrete Wavelet Transform, Lightweight 

CNN, MCC, FLOPs 
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