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IMPLEMENTASI ENKRIPSI AES-256 DENGAN MEKANISME
MASTER KEY PADA SERVER CLOUD BERBASIS
OWNCLOUD

MUHAMAD ADRIAN

ABSTRAK

Kebutuhan akan penyimpanan data yang mandiri, aman, dan kolaboratif menjadi
prioritas utama bagi organisasi yang mengelola informasi sensitif dalam jaringan
lokal. Penelitian ini bertujuan mengimplementasikan sistem private cloud storage
berbasis ownCloud yang mengintegrasikan enkripsi berlapis dan collaborative
editing secara simultan menggunakan metode PPDIOO. Keamanan data diterapkan
melalui dua mekanisme: server-side encryption berbasis Master Key ownCloud
untuk melindungi data di sisi server, serta enkripsi kustom AES-256-CBC pada fitur
Download Encrypted dan Upload Encrypted untuk melindungi data di sisi klien.
Manajemen pengguna diterapkan menggunakan Role Based Access Control
(RBAC) dengan 5 grup dan 20 akun, sedangkan collaborative editing disediakan
melalui integrasi Collabora Online berbasis Docker pada server terpisah. Hasil
pengujian menunjukkan seluruh fitur berjalan sesuai kebutuhan fungsional dengan
rata-rata response time upload dan download normal sebesar 133—172 ms dan error
rate 0,00%. Operasi enkripsi kustom membutuhkan waktu rata-rata 1,20-1,53 detik
dengan penggunaan CPU tertinggi 52,75%, namun masih dalam batas kapasitas
server. Sistem yang dikembangkan terbukti layak sebagai solusi penyimpanan
berbasis cloud yang aman, fungsional, dan mendukung kolaborasi dokumen secara

real-time untuk lingkungan multi-pengguna.

Kata Kunci: Private cloud storage, ownCloud, AES-256, RBAC, Collabora
Online, PPDIOO
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IMPLEMENTATION OF AES-256 ENCRYPTION WITH A
MASTER KEY MECHANISM ON AN OWNCLOUD-BASED
CLOUD SERVER

MUHAMAD ADRIAN

ABSTRACT

The need for independent, secure, and collaborative data storage has become a
primary concern for organizations managing sensitive information within local
networks. This study aims to implement a private cloud storage system based on
ownCloud that simultaneously integrates layered encryption and collaborative
editing using the PPDIOO method. Data security was implemented through two
mechanisms: server-side encryption using ownCloud's Master Key to protect data
at the server level, and a custom AES-256-CBC encryption scheme for the
Download Encrypted and Upload Encrypted features to protect data at the client
side. User management was implemented using Role Based Access Control (RBAC)
with 5 groups and 20 accounts, while collaborative editing was provided through
Collabora Online deployed via Docker on a separate server. Testing results
confirmed that all features operated according to functional requirements, with
average response times of 133—172 ms for normal upload and download operations
and a 0.00% error rate. Custom encryption operations required an average of 1.20—
1.53 seconds with a peak CPU usage of 52.75%, remaining within the server's
capacity threshold. The developed system is proven suitable as a secure, functional,

and real-time collaborative cloud storage solution for multi-user environments.

Kata Kunci: Private cloud storage, ownCloud, AES-256, RBAC, Collabora
Online, PPDIOO
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