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FITUR TEKSTUR DAN WARNA DENGAN SUPPORT VECTOR 

MACHINE SERTA OPTIMASI PARAMETER MENGGUNAKAN 

PARTICLE SWARM OPTIMIZATION BERBASIS WEB 

ANDIKA FETRAN ARITONANG 

ABSTRAK 

Perkembangan pesat teknologi Kecerdasan Buatan (AI) memicu maraknya 

manipulasi citra wajah (deepfake) dengan tingkat kemiripan visual yang sangat 

realistis. Hal ini berpotensi meningkatkan risiko kejahatan siber berbasis 

penyalahgunaan identitas digital, sehingga diperlukan sistem deteksi otomatis yang 

tangguh untuk membedakan wajah asli (real) dan buatan (fake). Penelitian ini 

bertujuan membangun model klasifikasi citra wajah asli dan hasil manipulasi 

dengan mengintegrasikan ekstraksi fitur warna Hue Saturation Value (HSV) dan 

fitur tekstur Gray Level Co-occurrence Matrix (GLCM). Alur metodologi meliputi 

pra-pemrosesan, ekstraksi fitur visual, normalisasi data berbasis StandardScaler, 

optimasi hiperparameter dengan Particle Swarm Optimization (PSO), serta 

klasifikasi menggunakan Support Vector Machine (SVM). Dataset yang digunakan 

berjumlah 4.656 citra dengan pembagian rasio 80% untuk data latih (3.724 citra) 

dan 20% untuk data uji (932 citra). Hasil pencarian PSO menemukan kombinasi 

parameter SVM paling optimal pada nilai C = 4,8003 dan Gamma = 0,01995. 

Pengujian model menghasilkan tingkat akurasi sebesar 63,52%, dengan perolehan 

precision, recall, dan F1-score yang seimbang pada kedua kelas. Hasil ini 

membuktikan bahwa penggabungan fitur HSV dan GLCM efektif dalam 

menyajikan representasi karakteristik visual wajah. Sebagai bentuk penerapan 

praktis, model yang dirancang telah diintegrasikan ke dalam antarmuka aplikasi 

web berbasis Streamlit guna memfasilitasi deteksi keaslian wajah secara otomatis. 

Kata kunci: Artificial Intelligence, Deepfake, Support Vector Machine, Particle 

Swarm Optimization, Hue Saturation Value, Gray Level Co-occurrence Matrix, 

Streamlit. 
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Web-Based Fake Face Image Detection Using Texture 

and Color Feature Extraction with Support Vector 

Machine and Particle Swarm Optimization 

ANDIKA FETRAN ARITONANG 

ABSTRACT 

The rapid development of Artificial Intelligence (AI) technology has triggered a 

rise in facial image manipulation (deepfake) with highly realistic visual fidelity. 

This has the potential to increase the risk of cybercrime based on digital identity 

misuse, necessitating a robust automated detection system to distinguish between 

real and fake faces. This study aims to build a classification model for real and 

manipulated facial images by integrating Hue Saturation Value (HSV) color feature 

extraction and Gray Level Co-occurrence Matrix (GLCM) texture features. The 

methodological pipeline includes preprocessing, visual feature extraction, data 

normalization using StandardScaler, hyperparameter optimization with Particle 

Swarm Optimization (PSO), and classification using Support Vector Machine 

(SVM). The dataset consists of 4,656 images divided into an 80:20 ratio for training 

data (3,724 images) and testing data (932 images). The PSO search identified the 

optimal SVM parameter combination at C = 4.8003 and Gamma = 0.01995. Model 

testing yielded an accuracy rate of 63.52%, with balanced precision, recall, and 

F1-score across both classes. These results demonstrate that combining HSV and 

GLCM features effectively represents visual facial characteristics. As a practical 

application, the developed model has been integrated into a Streamlit-based web 

application interface to facilitate automated facial authenticity detection. 

Kata kunci: Artificial Intelligence, Deepfake, Support Vector Machine, Particle 

Swarm Optimization, Hue Saturation Value, Gray Level Co-occurrence Matrix, 

Streamlit. 
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