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OPTIMALISASI ANALISIS ANCAMAN SIBER SOC 

MENGGUNAKAN SISTEM SIEM QRADAR TERINTEGRASI 

LLM GEMINI BERBASIS WEB  

ARVIAN SYIDDIQ 

ABSTRAK 

Security Operations Center (SOC) memiliki peran penting dalam mendeteksi dan 

merespons ancaman siber melalui pemanfaatan sistem Security Information and 

Event Management (SIEM). Namun, tingginya volume alert dan kompleksitas log 

keamanan sering menimbulkan alert fatigue yang berdampak pada meningkatnya 

waktu triase serta beban kerja analis SOC. Penelitian ini bertujuan untuk 

mengoptimalkan proses analisis ancaman siber dengan mengintegrasikan IBM 

QRadar SIEM dan Large Language Model (LLM) Gemini ke dalam sebuah sistem 

berbasis web yang mampu melakukan analisis offense secara otomatis. Metode 

penelitian yang digunakan meliputi perancangan dan pengembangan sistem 

terintegrasi menggunakan QRadar API dan Gemini API, serta pengujian secara 

kuantitatif melalui pendekatan eksperimen komparatif. Sistem yang dikembangkan 

mampu mengambil data offense secara otomatis, menghasilkan ringkasan insiden, 

mengklasifikasikan tingkat ancaman, serta menyajikan hasil analisis melalui 

dashboard web interaktif untuk mendukung proses triase pada lingkungan SOC. 

Pengujian dilakukan menggunakan dataset offense yang diperoleh dari lingkungan 

perusahaan dengan retention log selama satu bulan. Hasil evaluasi menunjukkan 

bahwa sistem mampu mengklasifikasikan ancaman dengan nilai Accuracy sebesar 

88,04%, Recall sebesar 88,37%, Precision sebesar 73,01%, F1-Score sebesar 0,80, 

dan Specificity sebesar 87,92%. Selain itu, sistem berhasil mengotomatisasi proses 

analisis log serta menyajikan ringkasan insiden yang relevan dan mudah dipahami, 

sehingga membantu analis memahami konteks ancaman dengan lebih cepat dan 

efisien. Berdasarkan hasil penelitian, integrasi IBM QRadar SIEM dan Gemini 

LLM terbukti efektif dalam mendukung analisis ancaman siber pada Security 

Operations Center. Sistem yang dikembangkan mampu meningkatkan efektivitas 

klasifikasi ancaman, mempercepat proses triase insiden, serta mengurangi beban 

kerja analis SOC melalui penyajian analisis keamanan yang terstruktur dan 

otomatis. 

 

Kata kunci: Security Operations Center, SIEM, IBM QRadar, Large Language 

Model, Gemini AI, Analisis Ancaman Siber, Threat Detection.  

http://lib.mercubuana.ac.id 
Menteng



 

viii 
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ARVIAN SYIDDIQ 

ABSTRACT 

Security Operations Centers (SOCs) play a critical role in detecting and responding 

to cyber threats through the utilization of Security Information and Event 

Management (SIEM) systems. However, the high volume of security alerts and the 

complexity of log data often lead to alert fatigue, resulting in increased triage time 

and analyst workload. This study aims to optimize cyber threat analysis by 

integrating IBM QRadar SIEM with the Gemini Large Language Model (LLM) into 

a web-based system capable of performing automated offense analysis. The 

research methodology includes the design and development of an integrated system 

utilizing QRadar API and Gemini API, followed by quantitative evaluation through 

a comparative experimental approach. The developed system is capable of 

automatically retrieving offense data, generating incident summaries, classifying 

threat levels, and presenting analysis results through an interactive web dashboard 

to support incident triage activities within a SOC environment. The evaluation was 

conducted using offense datasets collected from an operational enterprise 

environment with a one-month log retention period. The results demonstrate that 

the system achieved an Accuracy of 88.04%, Recall of 88.37%, Precision of 

73.01%, F1-Score of 0.80, and Specificity of 87.92%. Furthermore, the system 

successfully automated the log analysis process and produced relevant, easy-to-

understand incident summaries, enabling security analysts to understand threat 

contexts more efficiently. Based on the findings, the integration of IBM QRadar 

SIEM and the Gemini Large Language Model proved effective in supporting cyber 

threat analysis within a Security Operations Center. The developed system 

improved threat classification performance, accelerated incident triage processes, 

and reduced analyst workload through structured and automated security analysis. 

 

Keywords: Security Operations Center, SIEM, IBM QRadar, Large Language 

Model, Gemini AI, Cyber Threat Analysis, Threat Detection. 
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