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IMPLEMENTASI AUTOMATIC DEPLOYMENT RULE DAN NOTIFIKASI
POWERSHELL UNTUK OTOMATISASI PATCHING WINDOWS
SERVER DI PERUSAHAAN XYZ

NAUFAL SAIDHUS SYUHUR

ABSTRAK

Patching Windows Server merupakan aktivitas penting untuk menjaga keamanan,
stabilitas, dan kepatuhan sistem. Pada Perusahaan XYZ, proses patching
sebelumnya dilakukan secara manual oleh PIC Server melalui beberapa tahapan,
yaitu melakukan breakpass akun administrator, masuk ke setiap server,
menjalankan instalasi Windows Update, menunggu proses instalasi, melakukan
restart, dan melakukan verifikasi. Proses tersebut membutuhkan keterlibatan aktif
PIC Server pada setiap server, sehingga waktu pelaksanaan tidak selalu konsisten
dan beban kerja meningkat seiring bertambahnya jumlah server. Penelitian ini
bertujuan mengimplementasikan Automatic Deployment Rule pada Microsoft
Configuration Manager untuk mengotomatisasi proses instalasi dan restart
Windows Server serta mengembangkan skrip PowerShell sebagai modul notifikasi
kepada PIC Server. Penelitian menggunakan pendekatan terapan dengan metode
implementasi dan evaluasi perbandingan proses sebelum dan sesudah penerapan
sistem. Implementasi meliputi konfigurasi device collection, kriteria pembaruan,
jadwal evaluasi ADR, jadwal instalasi, aturan restart, serta pengembangan skrip
PowerShell untuk memberikan informasi mengenai waktu instalasi dan restart,
daftar Knowledge Base, dan daftar server target. Hasil implementasi menunjukkan
bahwa instalasi dan restart Windows Server dapat dijalankan secara terpusat dan
terjadwal melalui Microsoft Configuration Manager. Tahapan manual PIC Server
dapat dikurangi menjadi proses breakpass dan verifikasi, sedangkan penjadwalan
dan pelaksanaan patching dikelola oleh tim pengelola melalui SCCM. Modul
notifikasi PowerShell juga memberikan informasi patching sebelum proses
dijalankan. Implementasi ini menghasilkan proses patching yang lebih terstruktur,
konsisten, mudah dipantau, serta mengurangi keterlibatan aktif dan beban kerja PIC
Server. Pengukuran kuantitatif terhadap waktu proses dan penurunan effort
diperlukan untuk memperkuat evaluasi pada tahap selanjutnya.

Kata kunci: Automatic Deployment Rule; Microsoft Configuration Manager;
PowerShell; patching; Windows Server
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IMPLEMENTATION OF SCCM AUTOMATIC DEPLOYMENT RULE AND
POWERSHELL NOTIFICATIONS FOR WINDOWS SERVER PATCHING
AUTOMATION AT COMPANY XYZ

NAUFAL SAIDHUS SYUHUR

ABSTRACT

Windows Server patching is an essential activity for maintaining system security,
stability, and compliance. At Company XYZ, the patching process was previously
performed manually by the server person in charge through several stages,
including breaking the administrator password, logging in to each server, initiating
Windows Update installation, waiting for the installation process, restarting the
server, and performing post-patching verification. This process required active
involvement from the server person in charge on each server, resulting in
inconsistent completion times and an increasing workload as the number of
managed servers grew. This study aims to implement Automatic Deployment Rule
in Microsoft Configuration Manager to automate Windows Server update
installation and restart processes and to develop a PowerShell notification module
for server administrators. The study applies an applied implementation approach
with a before-and-after process comparison. The implementation includes
configuring device collections, update criteria, ADR evaluation schedules,
installation schedules, restart rules, and a PowerShell script that provides
information about installation and restart schedules, Knowledge Base updates, and
target server lists. The implementation results show that Windows Server update
installation and restart processes can be centrally managed and scheduled through
Microsoft Configuration Manager. The manual activities of the server person in
charge can be reduced to password break procedures and post-patching
verification, while scheduling and patch deployment are managed centrally
through SCCM. The PowerShell notification module also provides patching
information before installation begins. This implementation produces a more
structured, consistent, and monitorable patching process while reducing the active
involvement and operational workload of server administrators. Further
quantitative measurement of processing time and workload reduction is required
to strengthen the evaluation.

Kata kunci: Automatic Deployment Rule; Microsoft Configuration Manager;
PowerShell; patching; Windows Server
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