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JARINGAN PUBLIK MENGGUNAKAN TUNNELING TERHADAP 

KEAMANAN SISTEM OPERASI ANDROID 13 

 

MUHAMAD FADLY RAEHAN 

 

ABSTRAK 

 
Seiring dirilisnya versi baru android, evaluasi keamanan terhadap Android 13 
menjadi sangat krusial. Penelitian ini bertujuan untuk menganalisis mekanisme dan 
resistensi keamanan sistem operasi tersebut terhadap ancaman siber yang 
direplikasi menggunakan alat standar industri. Secara spesifik, penelitian ini 
mengevaluasi tingkat keberhasilan penetrasi   Metasploit yang dikirimkan melalui 
jaringan publik menggunakan teknik tunneling terhadap sistem operasi Android 13 
pada perangkat fisik. Berbeda dengan pengujian berbasis simulasi, seluruh 
pengujian dalam penelitian ini dilakukan menggunakan lingkungan perangkat keras 
langsung (native) melalui Kali Linux Live USB Persistence dan perangkat 
smartphone fisik untuk menjamin akurasi data empiris. Metode yang digunakan 
adalah Eksperimental Murni dengan skema Penetration Testing. Hasil penelitian 
ini diharapkan dapat mendokumentasikan tingkat ketahanan Android 13 terhadap 
serangan payload di jaringan publik, serta menjadi referensi penting bagi 
pengembang dan pengguna dalam memahami risiko keamanan spesifik pada 
platform tersebut. 
 
Kata kunci: Android 13,  Metasploit,  Kali Linux,  Payload,  Penetration Testing, 
Tunneling. 
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ABSTRACT 

  
 

As new versions of Android are released, security evaluations of android 13 have 

become increasingly crucial. This research aims to analyze the mechanism and 

security resistance of the operating system against cyber threats replicated using 

industry-standard tools. Specifically, this study evaluates the success rate of 

Metasploit payload penetration delivered via public networks using tunneling 

techniques against the Android 13 operating system on physical devices. Unlike 

simulation-based testing, all experiments in this study were conducted using a 

native hardware environment via Kali Linux Live USB Persistence and physical 

smartphone devices to ensure empirical data accuracy. The method employed is 

Pure Experimental with a Penetration Testing scheme. The results are expected to 

document the resilience level of Android 13 against payload attacks over public 

networks, serving as a vital reference for developers and users in understanding 

specific security risks on the platform. 

 

Keywords: Android 13,  Metasploit,  Kali Linux,  Payload,  Penetration Testing, 
Tunneling. 
 

 
 

 
 
 

 
 

http://digilib.mercubuana.ac.id/



 

ix 
 

DAFTAR ISI 

 

HALAMAN SAMPUL ........................................................................................ i 

HALAMAN JUDUL ........................................................................................... i 

HALAMAN PERNYATAAN KARYA SENDIRI ............................................ ii 

HALAMAN SURAT KETERANGAN HASIL UJI TURNITIN ..................... iii 

HALAMAN PENGESAHAN ........................................................................... iv 

KATA PENGANTAR ........................................................................................ v 

HALAMAN PERNYATAAN PERSETUJUAN PUBLIKASI TUGAS AKHIR 

DI REPOSITORi UMB .................................................................................... vi 

ABSTRAK ....................................................................................................... vii 

ABSTRACT .................................................................................................... viii 

DAFTAR ISI ..................................................................................................... ix 

DAFTAR TABEL ............................................................................................. xi 

DAFTAR GAMBAR........................................................................................ xii 

DAFTAR LAMPIRAN ................................................................................... xiii 

BAB I PENDAHULUAN ................................................................................... 1 
1.1 Latar Belakang ......................................................................................... 1 

1.2 Perumusan Masalah ................................................................................. 2 

1.3 Tujuan Penelitian ..................................................................................... 2 

1.4 Batasan penelitian .................................................................................... 2 

1.5  Manfaat Penelitian ................................................................................... 3 

BAB II TINJAUAN PUSTAKA ........................................................................ 4 
2.1 Penelitian Terdahulu ................................................................................ 4 

2.2  Teori Pendukung ...................................................................................... 9 

http://digilib.mercubuana.ac.id/



 

x 
 

2.3   Gap penelitian ........................................................................................ 12 

BAB III METODE PENELITIAN .................................................................. 13 
3.1 Jenis Penelitian....................................................................................... 13 

3.2 Tahapan Penelitian ................................................................................. 14 

BAB IV HASIL DAN PEMBAHASAN .......................................................... 16 
4.1. Analisis Infrastruktur dan Lingkungan Pengujian ................................... 16 

4.2. Analisis Modifikasi APK Kalkulator ...................................................... 17 

4.3 Analisis Pengujian Penetrasi Dengan Msfconsole ................................... 22 

4.4 Analisis Keberhasilan Ekstraksi Data (SMS_DUMP) ............................. 25 

4.5. Pembahasan Temuan Teknis .................................................................. 27 

BAB V  KESIMPULAN DAN SARAN ........................................................... 31 
5.1 Kesimpulan .................................................................................................. 31 

5.2 Saran............................................................................................................ 31 

DAFTAR PUSTAKA ....................................................................................... 33 

LAMPIRAN ..................................................................................................... 36 
Lampiran 1 Sertifikasi Coursera ......................................................................... 36 

Lampiran 2 Sertifikat BNSP .............................................................................. 38 

Lampiran 3 Curriculum Vitae (CV) ................................................................... 40 

Lampiran 4 Surat Pernyataan & Pengalihan HAKI............................................. 41 

Lampiran 5  Surat keterangan Bebas Perpustakaan............................................. 42 

Lampiran 6 Transkrip Student Academy HackTheBox (HTB) ........................... 43 

Lampiran 7 Logbook Bimbingan Akhir ............................................................. 45 

 

http://digilib.mercubuana.ac.id/



 

xi 
 

DAFTAR TABEL 

 

Tabel 2.1 Penelitian Terkait ................................................................................. 4 

  
Tabel 4.1 Perbandingan Temuan Peneltian Ini dengan Penelitian Terkait ........... 28 

 
 

 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://digilib.mercubuana.ac.id/



 

xii 
 

DAFTAR GAMBAR 

 

Gambar 4.1 Ngrok port forwarding ................................................................ 16 

Gambar 4.2 melihat Ip Ngrok ......................................................................... 17 

Gambar 4.3 Msfvenom ................................................................................... 18 

Gambar 4.4 Analisis Proses Dekompilasi (Apktool) ....................................... 19 

Gambar 4.5 membuka file kalkulator_fix ....................................................... 19 

Gambar 4. 6 Modifikasi file AndroidManifest.xml ......................................... 20 

Gambar 4. 7 Rekompilasi file apk .................................................................. 20 

Gambar 4.8 membuat keytool ........................................................................ 21 

Gambar 4.9 Analisis Penandatanganan Digital dengan Apksigner .................. 22 

Gambar 4.10 Pengujian Penetrasi dengan Msfconsole .................................... 23 

Gambar 4.11 menunjukan perangkat Android dengan Scrcpy ......................... 24 

Gambar 4.12 menyembunyikan Aplikasi Kalkulator  ..................................... 25 

Gambar 4.13 pengambilan pesan dengan meterpreter  .................................... 26 

Gambar 4.14 melihat isi pesan pada sms_dump.txt ......................................... 26 

 

 

  

http://digilib.mercubuana.ac.id/



 

xiii 
 

DAFTAR LAMPIRAN 

 

Lampiran 1 Sertifikasi Coursera ......................................................................... 36 

Lampiran 2 Sertifikat BNSP .............................................................................. 38 

Lampiran 3 Curriculum Vitae (CV) ................................................................... 40 

Lampiran 4 Surat Pernyataan & Pengalihan HAKI............................................. 41 

Lampiran 5  Surat keterangan Bebas Perpustakaan............................................. 42 

Lampiran 6 Transkrip Student Academy HackTheBox (HTB) ........................... 43 

Lampiran 7 Logbook Bimbingan Akhir ............................................................. 45 

 

 

 

 

http://digilib.mercubuana.ac.id/


	HALAMAN SAMPUL
	HALAMAN JUDUL
	HALAMAN PERNYATAAN KARYA SENDIRI
	HALAMAN SURAT KETERANGAN HASIL UJI TURNITIN
	HALAMAN PENGESAHAN
	KATA PENGANTAR
	HALAMAN PERNYATAAN PERSETUJUAN PUBLIKASI TUGAS AKHIR DI REPOSITORi UMB
	ABSTRAK
	ABSTRACT
	DAFTAR ISI
	DAFTAR TABEL
	DAFTAR GAMBAR
	DAFTAR LAMPIRAN



