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ABSTRAK 

 

Permasalahan utama di lapangan adalah serangan DDoS SYN Flood yang tinggi di 
Indonesia (38,2% menurut BSSN 2023) merusak router tidak hanya secara logika 
jaringan tetapi juga secara fisik, namun teknik investigasi forensik yang ada (post-
mortem) gagal menangkap bukti volatil. Penelitian ini bertujuan membuktikan 
dampak fisik serangan dan mengembangkan metode live forensics praktis untuk 
router embedded. Eksperimen dilakukan pada router MikroTik RB750r2 dan 
RB951-2n dengan variasi intensitas serangan. Hasilnya, serangan menyebabkan 
kenaikan suhu CPU drastis hingga 75,9°C dan konsumsi daya hingga 68,8%, yang 
secara teori Arrhenius memperpendek umur router (MTBF turun >67%). Untuk 
menjawab kebutuhan akuisisi bukti, dikembangkan RFT v1.0 yang terbukti ringan 
(tambah beban CPU 11-16%) dan berhasil mengambil bukti kunci seperti status 
koneksi dengan keberhasilan 93,6%. Dibanding metode post-mortem, 
pendekatan live ini 59,4% lebih lengkap datanya dan 53,6% lebih cepat proses 
investigasinya (29 menit vs 62,5 menit). Yang tak kalah penting, seluruh prosedur 
dirancang agar buktinya sah di pengadilan Indonesia, dengan skor kepatuhan UU 
ITE/PP PSTE mencapai 86%. Kesimpulannya, penelitian ini berhasil membuat 
solusi forensik yang efektif, cepat, dan legal untuk investigasi serangan DDoS pada 
router, yang dapat langsung diadopsi oleh admin jaringan atau penyidik di 
Indonesia. 

Kata Kunci: Live Forensics, Router MikroTik, SYN Flood, Dampak Hardware, 
Forensik Jaringan, UU ITE. 
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ABSTRACT 

 

The prevalence of DDoS SYN Flood attacks in Indonesia (38.2% as reported by 
BSSN 2023) presents a critical challenge, as these attacks compromise routers not 
only at the network logic layer but also induce physical hardware degradation. 
Conventional forensic investigation techniques, particularly post-mortem analysis, 
fail to capture volatile evidence essential for attack reconstruction. This study aims 
to empirically quantify the physical impact of SYN Flood attacks and develop a 
practical live forensic methodology tailored for embedded router systems. 
Experimental evaluation was conducted on MikroTik RB750r2 (MIPS) and RB951-
2n (ARM) routers under varying attack intensities. Results demonstrate that attacks 
cause a significant rise in CPU temperature (up to 75.9°C) and power consumption 
(increase up to 68.8%), which, according to the Arrhenius theory, accelerates 
hardware aging, reducing the Mean Time Between Failure (MTBF) by more than 
67%. To address the evidence acquisition gap, a Router Forensic Toolkit (RFT 
v1.0) was developed. The toolkit operates with low overhead (additional CPU load 
of 11-16%) and successfully captured critical volatile artifacts, such as connection 
states, with a 93.6% success rate. Compared to the post-mortem approach, the live 
forensic method demonstrated a 59.4% higher evidence completeness rate and 
reduced the total investigation time by 53.6% (29 minutes vs. 62.5 minutes). 
Crucially, the entire forensic procedure was designed to comply with Indonesian 
digital evidence regulations, achieving an 86% compliance score against the 
Electronic Information and Transactions Law (UU ITE) and its implementing 
regulations (PP PSTE). In conclusion, this research provides an effective, rapid, 
and legally admissible forensic solution for DDoS attack investigation on routers, 
which can be directly adopted by network administrators and digital investigators 
in Indonesia. 

Keywords: Live Forensics, MikroTik Router, SYN Flood, Hardware Impact, 
Network Forensics, UU ITE. 
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