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Optimalisasi Utilisasi Bandwidth Pada Jaringan Multi Tunnel IPSEC Dengan 

Penerapan Routing Dinamis OSPF 

Hans Tambang 

 

ABSTRAK 

Kebutuhan konektivitas antar site yang aman, handal dan memiliki kapasitas 

bandwidth tinggi menjadi tantangan utama pada jaringan enterprise modern. 

Pemanfaatan teknologi Internet Virtual Private Network (VPN) berbasis IPsec 

merupakan solusi yang ekonomis, namun penggunaan single tunnel sering 

menimbulkan keterbatasan kapasitas dan penurunan kualitas layanan ketika lalu lintas 

jaringan meningkat. Untuk mengatasi permasalahan tersebut, penelitian ini 

mengusulkan optimalisasi utilisasi bandwidth dengan menerapkan arsitektur multi 

tunnel IPsec yang dikombinasikan dengan protokol routing dinamis Open Shortest 

Path First (OSPF) menggunakan mekanisme Equal-Cost Multi-Path (ECMP). 

Penelitian ini dilakukan menggunakan metode eksperimental kuantitatif dalam 

lingkungan simulasi GNS3 dengan topologi dual-homed site-to-site yang terhubung 

melalui dua penyedia layanan internet (ISP) dengan kapasitas masing-masing 10 

Mbps. Pengujian dilakukan dengan membandingkan kinerja jaringan pada konfigurasi 

single tunnel dan multi tunnel berdasarkan parameter throughput, utilisasi bandwidth, 

packet loss, delay, jitter, serta waktu failover. Selain itu, dilakukan variasi pengaturan 

OSPF hello interval dan dead interval untuk menganalisis pengaruhnya terhadap 

kecepatan konvergensi jaringan saat terjadi kegagalan jalur. 

Hasil pengujian menunjukkan bahwa penerapan OSPF ECMP pada jaringan 

multi tunnel IPsec mampu meningkatkan throughput agregat hingga mendekati 

kapasitas maksimum 20 Mbps dengan distribusi trafik yang merata pada kedua tunnel. 

Selain itu, kualitas layanan jaringan mengalami peningkatan yang signifikan dengan 

penurunan packet loss, delay, dan jitter dibandingkan konfigurasi single tunnel. 

Pengujian redundansi menunjukkan bahwa konfigurasi OSPF dengan hello interval 10 

detik menghasilkan waktu failover rata-rata sebesar 40,40 detik, sedangkan pengaturan 

hello interval 5 detik menurunkan waktu failover menjadi 22,60 detik, dan hello 

interval 1 detik mampu mempercepat waktu failover hingga rata-rata 8,80 detik. Hasil 

ini menunjukkan bahwa tuning OSPF timer yang lebih agresif secara signifikan 

mempercepat proses failover dan konvergensi jaringan. Dengan demikian, kombinasi 

multi tunnel IPsec dan OSPF ECMP terbukti efektif dalam mengoptimalkan utilisasi 

bandwidth, meningkatkan kualitas layanan, serta memperbaiki keandalan jaringan 

WAN berbasis Internet VPN. 

Kata kunci: IPsec VPN, Multi Tunnel, OSPF, Utilisasi Bandwidth, Failover 
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Optimization of Bandwidth Utilization in Multi-Tunnel IPsec Networks through 

Dynamic OSPF Routing Implementation 

Hans Tambang 

 

ABSTRACT 

The need for secure, realible and high-bandwidth inter-site connectivity is a 

major challenge in modern enterprise networks. Internet-based Virtual Private 

Network (VPN) technology using IPsec provides a cost-effective solution. however, 

single tunnel implementations often suffer from limited capacity and degraded quality 

of service under high traffic conditions. To address this issue, this study proposes 

bandwidth utilization optimization through a multi-tunnel IPsec architecture 

combined with the Open Shortest Path First (OSPF) dynamic routing protocol using 

the Equal-Cost Multi-Path (ECMP) mechanism. 

This research employs a quantitative experimental approach conducted in a 

controlled GNS3 simulation environment using a dual-homed site-to-site topology 

connected through two Internet Service Providers (ISPs), each with a bandwidth 

capacity of 10 Mbps. Network performance is evaluated by comparing single tunnel 

and multi-tunnel configurations based on throughput, bandwidth utilization, packet 

loss, delay, jitter, and failover time. In addition, variations of OSPF hello and dead 

intervals are implemented to analyze their impact on network convergence speed 

during link failures. 

The experimental results show that the implementation of OSPF ECMP in a 

multi-tunnel IPsec network is able to increase aggregate throughput to nearly the 

maximum capacity of 20 Mbps with balanced traffic distribution across both tunnels. 

Furthermore, network Quality of Service (QoS) is significantly improved, as indicated 

by reductions in packet loss, delay, and jitter compared to the single-tunnel 

configuration. Redundancy testing indicates that an OSPF configuration with a 10-

second hello interval results in an average failover time of 40.40 seconds, while 

reducing the hello interval to 5 seconds decreases the failover time to 22.60 seconds, 

and a 1-second hello interval further accelerates the failover time to an average of 

8.80 seconds. These results demonstrate that more aggressive OSPF timer tuning 

significantly accelerates the failover and network convergence process. Therefore, the 

combination of multi-tunnel IPsec and OSPF ECMP is proven to be effective in 

optimizing bandwidth utilization, improving service quality, and enhancing the 

reliability of Internet-based WAN networks 

Keywords: IPsec VPN, Multi-Tunnel, OSPF, Bandwidth Utilization, Failover 
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